NHOOPMALMNOHHASA TAMATKA JJIA OBYYAIOIIIUXCA

JJIAA PASMEIIEHUA HA O©PUILIUAJBHBIX HHTEPHET-PECYPCAX

C KaXXAbIM I'OAOM MOJIOAC)KH B MHTCPHCTC CTAHOBHUTLCA 60J'II>HI€, a4 IIIKOJIbHHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJb30BaTeIICH PYHeTa. MC)KI[Y TCM, IIOMHMO

OTPOMHOT'O KOJIMYECTBA BO3MOXKHOCTEH, WHTEPHET HECeT W MPOoOJeMbL. ITa

[maMATKa JOJHKHA IIOMOYb TeOe 0€30IMacHO HAaXOAUTHCS B CETH.

KomnbrorepHbie BUPYChI

KoMmnbroTepHblidi BHpPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTrpPaMM,

OTJIMYUTENHHON OCOOEHHOCTHIO KOTOPO SIBISIETCSI CIOCOOHOCTH K Pa3MHOXKEHHIO.

B nononHeHne K 3TOMy, BUPYChl MOT'YT NIOBPEIUTh WJIM IOJHOCTBIO YHUYTOXHUTH

Bce (pailyibl U JaHHBIE, MOAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Obliia

3allyllICHa 3apa’XCHHAaA IIporpamMma, a TAKKC IMOBPCIAUTb WIHN HAXC YHHUUYTOXHUTDH

OIEPaIIMOHHYI0 CHUCTEMY CO BceMM (paiimamu B 1enoM. B OonbLIIMHCTBE CiiydaeB

pacupoCTpaHsIOTCA BUPYChl YEPE3 UHTEPHET.

Memooul 3awumul om 6pe0OHOCHbBIX NPOSPAMM.:

Hcrnonb3yil COBpEMEHHBIE ONEPAlMOHHBIE CUCTEMBI, UMEIOIIHUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX ITPOTrPaMM;

[TocrosHHOo ycraHaBnuBaili mauytu (UUGPOBBIE  3aIUIaTKH, KOTOPHIE
ABTOMAaTUYECKU YCTAHABIIMBAIOTCS C LENbI0 JOPaOOTKU MpOrpamMmbl) U
Ipyrue oOHOBJIEHUS CBOEH OMEepallMOHHOM cucteMbl. CKaunBail X TOJIBKO C
odurmanpHOoro caiita paspadorunka OC. Ecnu cymecTByeT pexum
ABTOMAaTU4ECKOro OOHOBJIEHUS, BKIIIOUH €T0;

PabGoraii Ha cBOeM KOMIIbIOTEpPE IO NpaBaMH IOJIb30BATENsA, a HE
aJIMMHUCTPATOPA. DTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MTPOrPAMM
MHCTAJUIUPOBATHCA HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEDPE;

Hcnonp3yii  aHTUBHPYCHBIE  NPOrPAMMHBIE  TPOAYKTBI  M3BECTHBIX
NPOU3BOAUTENEH, C aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

Orpanunub (pu3NUecKuil JOCTYN K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;
Hcnonb3yil BHENTHUE HOCUTENU MH(OpMaUK, Takue Kak (iemka, JUCK Wiu
(ailnn u3 HHTEpHETA, TONBKO U3 MPOBEPEHHBIX UICTOYHHUKOB;

He orkppiBall KOMNBIOTEpHBIE (ailfibl, IOJYYEHHbIE W3 HEHAJIEKHBIX
UCTOYHHUKOB. Jlaxke Te (ailsibl, KOTOpbIE MPHUCTAN TBOM 3HaKOMbIN. Jlydie
YTOYHH Yy HET0, OTIIPABJISUI JIU OH TeOe uX.



Cerun WI-FI

Wi-Fi - 5T0 He BUJ mepefayu TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpPEHII,
mapka. Eme B 1991 rogy HuuepnaHjickas KOMIIAHHs 3aperucTpupoBania OpeH
"WECA", uto o6o3Hauano cnoBocodyeranue "Wireless Fidelity", kotopsiii
nepeBOAUTCSA Kak "OecrpoBOHAs TOUHOCTH .

Jlo Haiero BpeMeHHU JoluIa japyras abOpeBuarypa, KOTopas SBISE€TCA TaKOl
ke TexHosioruer. Jto abOpeBmarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHAapT BHICIHICH 3BYyKOBOW TexHuku Hi-Fi, uro B mepeBome
03HayaeT ""BbICOKasi TOUHOCTh'.

Jla, OecruraTHBI WHTEPHET-IOCTYN B Kade, OTeIsIX M a’poIopTax SBISETCS
OTIIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTHE SKCIEpTHl CUUTAIOT,
yTo obmieaoctynHbie Wi-Fi ceTu He aBisitoTcst 6€30macHbIMU.

Cosemul no 6ezonacrnocmu pabomwl 8 obweoocmynuvix cemsx Wi-fi:

e He mepenaBaii cBoro JHuHyr0 HHpOpMammio depe3 odmenoctynabie Wi-Fi
cetu. Paboras B HuX, JKeJlaTeJbHO HE BBOAUTH MAPOJIM JOCTYIA, JOTUHBI U
KaKHe-TO HOMEPA;

o Ucnonb3yit u OOHOBISIH aHTUBHPYCHBIE TPOrpaMMmbl U OpanmMayep. Tem
CaMbIM ThI 00€30MacuIlb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

e [lpu ucnonszoanun Wi-Fi otkimoun ¢pyHkuuio "O6mumil qoctyn k (daitnam
u npuHTepam". JlaHHas QyHKIMA 3aKpbiTa IO YMOJYaHUIO, OJHAKO
HEKOTOPBIC MOJIb30BATENIM AKTUBUPYIOT €€ JJisg ya00CTBa UCMIOIb30BAaHUS B
pabore win y4eobe;

e He wucnonb3yit nyOnauwuneii WI-FI mis mepemaun JWYHBIX TaHHBIX,
HaAIMpUMeEp JUIsl BBIXOJIa B COLIMAJIBHBIE CETH WM B DJICKTPOHHYIO MOUTY;

e lcnonp3yit TonbKO 3amuineHHoe coeauHeHue yepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBoaAW uMeHHO "https://";

e B moOwibHOM Tenedone orkmoun (ynkiuio "lloakmouenne k Wi-Fi
apTomatuuecku". He  jgomyckail — aBTOMAaTHYECKOTO0  MOJAKIIOYCHUS
ycTpoiicTBa k ceTsiMm Wi-F1 6e3 TBoero cornacus.

CounuajabHbIe CeTH

CornuanbHbple CETH aKTUBHO BXOJST B Hally KHU3Hb, MHOTHE JIFOJU PabOTAIOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Musuiuapi 4esiOBeK,
YTO SIBJISETCS OJHON CeIbMOM BCEX JKMTEJIECH IIaHeThl. MHOrue IoJab30BaTelIi HE
MOHUMAIOT, YTO MH(MOpMaIMsl, pa3MeIlleHHass UMU B COIMAIBHBIX CETAX, MOXKET



ObITh HalilecHa W HCIIOJIb30BaHA KEM YTOJHO, B TOM 4HCIE HE 0053aTelnbHO C
OJlaruMu HaMEpPEHUSIMU.

Ocnosnvle cosemvl N0 Oe30nacHOCmU 8 COYUAIbHBIX cemAx.

e OrpaHHyb CIIUCOK Jpy3eh. Y TeOs B APY3bAX HE JOKHO OBITh CITy4alHBIX U
HE3HAKOMBIX JIFOICH;

e 3ammiai CBOI YaCTHYIO XU3Hb. He yka3beiBail maponwn, TenedoHsl, aapeca,
JaTy  TBOETO  POXKJICHUS W JIPYyryl0o  JUYHYHO  HHGOPMAIIUIO.
31OyMBITIUICHHUKH MOTYT WCITOJIb30BaTh Jake MH(GOPMAIIMIO O TOM, KaK ThI
Y TBOM POJIUTEIIM TUIAHUPYETE MPOBECTU KAHUKYJIBI;

e 3amuiai CBOI peryTaluo - JIepKu €€ B UUCTOTE U 3ajaBaii cebe BOoImpoc:
X0Tel Obl Thl, YTOOBI APYTrUE MOIb30BATENN BUIEIU, YTO Thl 3arpyxaeuib?
[Toxymaii, mpexie 4em 4To-TO OIMyOJIMKOBATh, HAITUCATh U 3aTPY3HTh;

e Eciu Thl TOBOPUIIL C JIIOJbMH, KOTOPHIX HE 3HaCIlb, HE HUCMOJIB3YH CBOE
pealbHOE UMS U JIPYTyI0 JIMYHYI0 WHGOPMAIMK: UMsI, MECTO >KUTEIhCTBA,
MECTO y4eObl U IIpouee;

e U30eraii pazmemnienust pororpaduii B HTepHeTe, 1€ Thl M300pa’keH Ha
MECTHOCTH, [0 KOTOPOW MOKHO OINPECIUTh TBOE MECTOIO0XKECHHE;

e [lpu perucrpanuu B COIMaIbHON CETH HEOOXOMMO HCIIOJIb30BaTh CIIOKHBIC
NapoJid, COCTOSIME U3 OYKB U IIU(p U ¢ KOJIMUECTBOM 3HAKOB HE MEHEE &;

e Jlns colMaibHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAUMO UCIIOIH30BATh
pasHbie nmapoiu. Toraa eciau Te0s B3JIOMAIOT, TO 3JIOYMBIIIUIEHHUKH TTOTy4YaT
JIOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE IEHbI'H

DJIEKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIA CMOCOO IUIATEXeW, OJHAKO
CYILIECTBYIOT MOIIEHHHUKHU, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHbIU.

DNEeKTPOHHbIE JEHbI'M MOSIBUJINCH COBCEM HENAaBHO M MMEHHO M3-32 3TOT0 BO
MHOT'MX T'OCYIapCTBaXx /10 CUX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHu (pyHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, TlIe UX
pa3iensaioT Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3Huia B ToM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaercss MPOBOAUTH orepanuu 0e3
UACHTU(PUKALIMK TI0JIb30BATENsA, 4 B HEAHOHUMHBIX WACHTHU(PUKALIMS MOJIb30BATEIS
SIBJISIETCSL 00513aTEIBHOM.

Taxxe crneayer pasiauyarh JJEKTPOHHbIE (QUaTHbIE JCHBIM  (pPaBHBI
rOCYJapCTBEHHBIM BaJIlOTaM) W SJIGKTPOHHbIC HedUATHBIC JCHBI'M (HE PaBHBI
rOCYJapCTBEHHBIM BAIIOTAM).



OcHogHble cosemul no 6e30nacHoll pa60me C 9J1EKMPOHHbIMU Oenbeamu:

[TpuBsxu Kk cueTy MOOWIIBHBIN TenedoH. ITO camblil yAOOHBIN U OBICTPHIN
Croco0 BOCCTAHOBHUTH JOCTYI K cueTy. [IpuBsa3aHHbIN TenedoH MOMOXKET,
ecnmu 3a0yaenib CBOM IUIATEXKHBIM MApoidb WIM 3aienTh Ha CalT C
HE3HaKOMOI'0 YCTPONCTBA;

Hcnone3yrr omHopas3oBbie maponu. llocime mepexoma Ha YCUIICHHYIO
aBTOpH3alui0 TeOe yke He OyAer yrpokarb ONACHOCTb Kpaku WU
nepexBara IIaTeXHOro mapois;

Boibepu cnoxubiii maponb. [lpecTynmHukam OyneTr He MpOCTO yrajaaTh
CJIOHBIN naposnb. HaaexxHple mapoiu - 3T0 Napoiu, KOTOPhIE COAEPKAT HE
MeHee 8 3HAKOB U BKIJIIOYAIOT B ¢€0s1 CTPOUYHBIEC U IPOMUCHBIE OYKBBI, IU(PPbI
¥ HECKOJIbKO CUMBOJIOB, TaKH€ KaK 3HaK Joijiapa, GyHTa, BOCKIHIATEIbHBIHI
3Hak ¥ T.11. Hanpumep, $tROng!;;

He BBOM CBOM JIMYHBIE TaHHBIE Ha caiiTaX, KOTOPbIM HE 1I0BEPsEUIb.

DJIeKTPOHHAS MOYTA

QHGKTPOHHEUI moyura - 3TO TEXHOJOIud M IpPEAOCTABIACMBIC CHO YCIYIHM I10

ICPECHUIKE U MOJTYUCHHUIO JICKTPOHHBIX COO6HI€HI/H7L KOTOPBIC paClIpCACIIAOTCS B

KOMIBIOTEpHOM ceTu. OOBIYHO 3JEKTPOHHBIM TOYTOBBIM SLIUK BBITJISIAUT
CJIEYIOIMM 00pa3oM: UMsI_IOJIb30BaTeNA(@uMs_J1oMeHa. Takke KpoMe repenadyu

MIPOCTOr0 TEKCTa, UMEETCSI BOZMOXKHOCTh MepeaaBaTh (Haitibl.

OcHosHble cogembl no 6e30nacHolU pabome ¢ 21eKMpPOHHOU NOYMOUL:

Hano BeIOpaTh mpaBUIIBHBIA TIOYTOBBIM cepBUC. B HHTEpHETE ecTh
OTPOMHBIA BBIOOp OCCIUIATHBIX TIOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle
JIOBEPATH TEM, KOTI'O 3HACIIb U KTO EPBbI B PEUTUHIE;

He ykaspiBaii B 1MuHON mouTe Ju4yHyl0 uHPopmauuto. Hampumep, myunie
BbIOpaTh "My3bIKaNbHBIN_(hanaTt@" uinu "pok2013" Bmecto "temal3";
Hcnonp3yil AByX3TaHY0 aBTOPU3ALUI0. JTO KOrAa MOMUMO MAPOJIsi HY>KHO
BBOJIUTH KOJI, MPUCHUIAEMbIN 10 SMS;

BriOepu croxHbIi maponb. [ Kaka0ro mo4ToBOro SAIIUKA JOJKEH OBITh
CBOM HAJICkKHBIN, YCTOMYUBBIN K B3JIOMY NapOJIb;

Ecim ecTh BO3MOXHOCTh HAaNMCaThb CamMOMYy CBOM JIMYHBIA BOIIPOC,
VCIIOJIb3YHM 3TY BO3MOXHOCTb;

HUcnonb3yli HECKOJNBKO TIOYTOBBIX SIMIUKOB. IlepBpl s  4acTHOU
MEPENUCKN C aJapecaTaMH, KOTOPBIM Thbl JOBEpSEHIb. DTO AJIEKTPOHHBIN
aZpec He HAJ0 MCIIONIB30BaTh MPHU PErUCTpalK Ha (popymax U calTax;



He otkpeiBaii daitiel u Apyrue BJIOXKEHHUS B NHChbMaX, JaXXe €CJIIM OHHU
OPUILIA OT TBOUX Apy3eH. Jlydiie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe
9TH (pailiibl;

[Tocne oxoH4aHuss pabOTHl HA IIOYTOBOM CEPBHUCE TIEepel 3aKPBITHEM
BKJIAJIKH C CAUTOM He 3a0y/1b HaXkaTh Ha "Beriitu".

KubepOysimHr WM BUPTYyaJbHOE U3/1€BATEIHLCTBO

KuGepOymauHar - mpecienoBaHHe COOOIIEHUSMH, COJEPKALIMMH OCKOpOJIeHUS,

arpeccuto, 3aryruBaHue; XyJIuraHCTBO; COIIMAIbHOE OOMKOTUPOBAHHE C TOMOIIIBIO

Pa3JINYHBIX HHTCPHCT-CECPBHUCOB.

OcHosHble cogembl no 60pvbe ¢ KubepOYIIUH2OM!

He Opocaiics B 60i1. JIyummii cnoco0: mOCOBETOBAaThCS Kak ce0sl BECTH W,
€ClI HET TOT0, K KOMY MOXXHO OOpaTUThCS, TO BHAYaJIe yCOKoUuThes. Ecu
Thl Ha4HEIb OTBEYaTh OCKOPOJEHUSMU HA OCKOpPOJIEHHS, TO TOJBKO €Ile
O0JIBIIIE PA30AOKEITh KOH(IIUKT;

VYpapinsii cBoelt kubeppernyTaiuei;

AHOHUMHOCTH B ceTd MHUMasl. CylIeCTBYIOT CLIOCOOBI BBISCHUTD, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

He croutr BecTm Xynuranckuii o0pa3 BUPTyalbHOW >ku3HHU. HHTEpHET
(¢uKcHpyeT Bce TBOM JIEUCTBUS M COXpAHSAET UX. Y AAIUTh UX OyIeT KpailHe
3aTPYAHHUTEIBHO;

Coburoail cBOIO BUPTYaIbHYIO YECTh CMOJIOJY;

Urnopupyih  enuHuuHbli  HeraTuB. OJHOpa3oBble  OCKOPOHUTENbHbIE
cooOieHust dydiie urHopupoBaTh. OOBIYHO arpeccus MNpeKpaliaercs Ha
HayaJbHOM CTaJuU;

ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHSIMU, B
COLIMATBHBIX CETSIX €CTh BO3MOKHOCThH OJIOKUPOBKH OTIIPABKU COOOIIEHUH €
OIpPENIETICHHBIX aJPECOB;

Ecnu Tb1 cBugerens kuOepOyinuHra. TBou NeHCTBHSA: BBICTYNUTH MPOTHUB
IIpECIEeNOBaTeNs], IO0Ka3aTb €My, 4YTO €ro JEUCTBHUS OLICHUBAIOTCS
HEraTUBHO, TOJJEpkKaTh JKEPTBY, KOTOPOW HYyKHA IICUXOJOTHYECKas
MOMOIIIb, COOOIINUTH B3POCIBIM O (paKTe arpeCCUBHOTO MOBEACHHS B CETH.

MoouibHbIN TesedoH



CoBpemeHHbIC cMapTHOHBI M TUTAHIIIETHI COACPIKAT B ceOC BITOITHE B3POCIIBIN
GyHKIIMOHAJ, W TENeph OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH
KomImbroTepamMu. OHAKO, CPENICTB 3AIIUTHI JIJIS TOJOOHBIX YCTPOMCTB MOKA OYCHD
Mano. TecTupoBaHWE W TIOMCK VYSA3BUMOCTEM B HHX MPOUCXOJUT HE TakK
MHTEHCHUBHO, Kak Juis [1K, To ke camoe kacaeTcsi 1 MOOMIBLHBIX TIPUIIOKEHUH.

CoBpemMeHHbIC MOOWIBHBIC Opay3ephl YK€ NMPaKTUYECKH JOTHATN HACTOJIbHBIC
aHAJIOTH, OJIHAKO pacimpeHrue (YHKIHOHATA BIEYET 3a COOOM OOJBIIYIO
CJIO)KHOCTH ¥l MEHBIITYIO 3aIIHIIEHHOCTb.

Jlaneko He BCe MPOU3BOIUTENIM BBITYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcnosHbie cosemul 01 6e30naACHOCMU MOOUTIbHO20 meﬂed)ona:

e Huuero He siBiseTCS MO-HACTOSIIIEMY OeCIUIaTHBIM. Byab OCTOpOKEH, BeIb
Korjga Tede mpeiaraloT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IUIaTHbIE YCIIYTH;

e Jlymaii, mpexae yeM oTnpaBuTb SMS, ¢oto mwiu Buaeo. Thl TOYHO 3HAEIID,
r7ie OHU OyayT B KOHEYHOM UTOre?

e Heo6xoanmo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

e lcnonb3yit aHTUBUPYCHBIE TPOIPAMMBI JIJ1s1 MOOUJIBHBIX TEIE(OHOB;

e He 3arpyxail NpuaoKeHUsI OT HEU3BECTHOI'O MCTOYHHKA, BEAb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MTPOrpaMMHOE 00ECTICUEHUE;

e [locie Toro kaxk Thl BBIJIEUIb C CaiTa, TJIe BBOJWI JUYHYIO UH(OpMAIIHIO,
3aii]Ti B HACTPOWKH Opay3epa u yaaim coOKies;

e [lepuoguuecku NMpoBepsid, KaKue IUIATHBIE YCIYTH AKTUBUPOBAHBI HA TBOEM
HOMEDE;

e JlaBaii cBOMi HOMEp MOOWJIBHOrO Teje(OoHA TOJBKO JIIOASM, KOTOPBIX Thl
3HaeIlb U KOMY JOBEpPsELIb;

e Bluetooth momxkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE ToJb3yeuibcs. He
3a0bIBail MHOT 1A IPOBEPSATH 3TO.

Online urpsi

CoBpEeMEHHBIE OHJIAMH-UTPBI - 3TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUECHNUS,
OOBEAUHSIONINE COTHU THICAY YEJIOBEK MO BceMy Mmupy. Wrpokum wuccrmemyrot
JTAHHBIA UM MUp, OOIIAIOTCS IPYT C JAPYTOM, BBITIOJIHSIOT 3aJJaHUSI, CPAKAIOTCS C
MOHCTpPaMHU U MOJYYalOT OMNBIT. 32 YAOBOJILCTBHE OHM IUIATST: MOKYMAIOT JUCK,
OIJIaYUBaIOT AOOHEMEHT WJIM MPUOOPETAIOT KaKHue-TO OIIIUH.



Bce 3tu cpenctBa uayT Ha mojepKaHUE U Pa3BUTUE UIPBL, a TAKKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
naTuu (HudpoBbIe 3aIUIaTKU AJIsl IPOrpaMM ), 3aKpbIBAIOTCS YA3BUMOCTHU CEPBEPOB.

B 1no100HBIX Hrpax CTOUT OMAcaThCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)kyl TBOETO MapoJis, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3aLMH OOJIBIINHCTBA
Urp.

OcHoesnble cogembul no 6e30nacHOCmU Meoe2o uepoeoco akkayuwma.

e Eciau apyroit urpok Bemer ceOs MJIOXO WM CO37aeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

e [loxanyiics aIlMUHHCTPATOpPaM MIPhbl Ha IUIOXO€ MOBEAEHHE 3TOr0 UIPOKa,
KeNaTeNbHO NPUIOKUTh KAKHE-TO JJOKa3aTEIbCTBA B BUJIE CKPUHOB,;

e He yka3biBail tuunyo nHGOpMaIHIO B Ipodaiiie Urpsl;

e VYBa)kall Ipyrux y4aCTHUKOB I10 UTPE;

e He ycranaBnuBail HeopuLMaIbHBIE TATYU U MOJIBI;

e lcnonp3y# CI0XKHBIE U Pa3HbIE NTAPOIIH;

e Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYATh aHTUBHUpYC. [loka Thl Urpaenib,
TBOW KOMIIBIOTEP MOT'YT 3apaA3UTh.

@OUIIUHT WIN Kpaika JUIHbIX JAHHbIX

OObIUHO KpaXked JIEHEeT U JIOKYMEHTOB CETO/IHS )K€ HUKOI'O HE YAUBHIIIb, HO
C pa3BUTUEM HWHTEPHET-TEXHOJIOTHI 3JOYMBIIUICHHUKH TIEPEMECTUINCh B
UHTEPHET, U MPOJ0JDKAIOT 3aHUMATHCA "MIOOUMBIM" JIeJIOM.

Tak mnosBWIach HOBasi Yrpo3a: WHTEPHET-MOLIEHHUYECTBA WJIM (DUILMHT,
rJIaBHAs 1€Jdb KOTOPOrO COCTOUT B TMOJNYYEHHM KOH(PHJIEHUIUAIbHBIX JIaHHBIX
NoJIb30BaTeliel - JIOrMHOB W mapoiieid. Ha anrnmiickom si3bike phishing yuraercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - maposs).

OcHosHble cogembl no bopwvoe ¢ huuuneom:

e (Cienu 3a CBOMM akkKayHTOM. Eciii Thl momo3peBaeliib, YTO TBOS aHKETa
Oblla B3JIOMaHa, TO HEOOXOAUMMO 3a0JIOKMpOBAaTh €€ U COOOIIUTH
aJIMMHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

e lcnonb3yii Oe3omacHble BeO-CaliThl, B TOM YHUCIIe, HHTEPHET-Mara3uHoOB |
MIOWCKOBBIX CHUCTEM;

e Ucmonp3yit clokHBIE W pa3Hble Mapoinu. Takum oOpa3oM, eciau TeOs
B3JIOMAIOT, TO 3JI0YMBIIIUICHHUKH MTOJIYYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY
npoQuUITIO B CETH, a HE KO BCEM;



e Eciu Tebs B3IOManu, TO HEOOXOIUMO MPEAYNPENIUTh BCEX CBOHUX
3HAKOMBIX, KOTOpbI€ J00aBIEHBI y T€0s B JApPYy3bAX, O TOM, 4YTO TeOs
B3JIOMAJIM U, BO3MOXKHO, OT TBOErO0 HMMEHHM OyJeT pacchbulaThCsi CllaM U
CCBUJIKM Ha (PUIIMHTOBBIE CAlTHI,

e VYcraHoBu HaaexkHBIN apoib (PIN) Ha MOOWIBHBIN TenedOH;

e OTKIIIOYM cOXpaHEHHE MapoJs B Opaysepe;

e He orkpbiBail ¢aisibl U Apyrue BIOXKEHUS B IMUCbMaxX, JAXe €CIU OHHU
OPULIUTA OT TBOUX Apy3el. Jlydine yrounu y HUX, OTHOPaBISUTH JIH OHH TeOe
3TH (pailsibl.

MudpoBas penyranus

[MudpoBas penyrauus - 3TO HETaTUBHAS WM MMO3UTUBHAS UH(OpPMALUS B CETH O
tebe. Kommnpomerupyromas uHopmanus, pa3MelleHHas B HHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTpPa3UThCs Ha TBOeW peanbHOM ku3HU. "lludposas
penytanus" - 3TO TBOW UMUK, KOTOPBIN opmupyercsa u3 nundopmaiuu o tede B
UHTEPHETE.

TBoe MecTo XKUTEeNbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJOKEHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorve nOIpPOCTKH JIETKOMBICIIEHHO OTHOCATCA K MNYOJUKALMK JTUYHOU

uHpopmaru B MHTEpHETE, HE MOHUMAs BO3MOXKHBIX TOCIEACTBUM. ThI Jaxke HE
CMOJKeEIlb JOrajaThCs 0 TOM, 4TOo (poTorpacdus, pa3zMeleHHas S5 JeT Ha3aj, craja
NPUYUHON 0TKa3a NpUHATH TeOs Ha padoTy.
Kommenrtapuu, pasmemnienue TBoux ¢otorpaduil U Apyrue ASHUCTBUS MOTYT HE
VCYE3HYTh JIAKE€ IOCJE TOTO, KaK Thl UX YJAAJIullb. bl HE 3HACHIb, KTO COXPaHUI
3Ty UH(POpPMAIHUIO, TIOTaja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKpYKaloIIHe JIIOAH, KOTOpPble HAWAYT U YBUIAT
s10. Halit uHdopmaimo MHOro JIeT CIyCTs CMOXET JIFoOOH - Kak u3 J0OphIX
noOyXJIeHU, TaK W C HaMEpPEHUEM NPUYMHUTH Bpea. DTO MOXKET OBbITh KTO
YTOJHO.

OcHosHble cogembl no 3auume Yu@posou penymayuu.:

o [logymaii, mpexae ueM 4TO-TO MyOJMKOBATh M TEpeaBaTh y ce0s B Onore
WIHM B COLUAJILHOM CeTH;

e B mnactpoiikax mpodwis yCTaHOBH OTpaHUYCHHS Ha TPOCMOTP TBOETO
PO U €ro COASPKUMOT0, Ceail ero TONIbKO "Il 1py3en';

e He pasmemiail u He yka3piBail UHQOpMaIUIO, KOTOpas MOXKET KOro-imoo
OCKOPOJISTh WA OOVKATh.



ABTOpCKOE NIpaBo

CoBpeMeHHBIE  IIKOJBHUKM -  aKTUBHBIE IOJb30BaTEId  IUGPOBOro
npoctpaHcTBa. OJQHAKO JaJeKO HE BCE 3HAIOT, YTO IOJb30BAaHUE MHOTHMH
BO3MOXKHOCTSIMH ~ ItupoBoro  mMupa  TpeOyeT  coOMomeHHs TpaB  Ha
MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmur "WHTEIIEKTyaJlbHAasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3IMYHBIM
TBOPEHHSIM YEJIOBEYECKOr0 yMa, HauWHAas C HOBBIX HM300pETEHUN M 3HAKOB,
0003HaYaroMuX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBass KHUTaMH,
dororpadusimu, KHHODUIEMAMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa HA WHTEIUIEKTYyalbHYI0 COOCTBEHHOCTh Ha
NPOW3BEACHUS HAyKH, JINTEPATypPhl U UCKYCCTBA. ABTOPCKHE TpaBa BHICTYIAIOT B
KauyecTBE TapaHTHUU TOT0, YTO HHTEJUICKTYaJIbHBIH/TBOPUYECKUN TpPyA aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeJMBBIE BO3MOXHOCTH 3apaboTarh Ha
pe3ynbTaTax CBOETrO Tpy/Aa, MOJYYHTh W3BECTHOCTh W NpusHaHue. Hukro 6e3
paspelieHusi aBTOpa HE MOXKET BOCIPOMU3BOIUTH €ro  IMPOU3BEICHHUE,
pacmpocTpaHsiTh, NYyOJUYHO JEMOHCTPHPOBATh, IMPOJABaTh, HUMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJWYHO WMCTIOJMHATH, MOKa3bIBATH/UCIIONHATh B A(UPE WIH
pasmemars B MHTEpHETE.

Ucnonb3oBanue "muparckoro” mporpaMMHOro 00€creueHuss MOXKET MPUBECTH
K MHOTHUM PHCKaM: OT MTOTEPH JTaHHBIX K TBOUM aKKayHTaM J0 OJJOKHPOBKU TBOETO
YCTPOKMCTBA, TJE€ YCTAaHOBIIEHA HelerajgbHas mporpamMmma. He cTouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JICTAJIbHBIE W OCCIUIaTHBIC MPOTPaMMBbl, KOTOpHIC
MOYXHO HAalTH B CETH.



